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Introduction: What is a Honeypot?

Docker ContainersVPN Honeypot

Our Results

A honeypot is like a mouse trap, set to lure in cyber-attackers to protect IT Infrastructure. The 

goal of our project is to develop a honeypot that mimics a VPN system that can be deployed on 

the networks of various universities.

The honeypot is a decoy system that mimics a real computer system or network but is designed to

 1. Detect

2. Deflect

3. Study

hacking attempts!

When hackers attack the honeypot, their activities are monitored and analyzed to understand 

their techniques, tools, and goals. This information is then used to improve security measures for 

the real systems.

Our honeypot runs in a Docker container. A Docker 

container is like a small, lightweight package that 

holds everything an application needs to run: the code, 

libraries and settings

• This ensures the app works the same everywhere, 

whether it's on a developer's laptop, a testing 

environment, or a production server

• Containers are isolated from each other and the 

host system, which makes them efficient and 

secure. 

Our VPN honeypot currently 

supports WireGuard, IKEv1, 

and IKEv2.

Scan here for a video demo

Our VPN honeypot mimics a real VPN server that users 

connect to and use. Our VPN honeypot is programmed 

to log information when someone connects or even 

attempts to connect to the honeypot. These logs can then 

be seen in the STINGAR website.

 Our honeypot logs:

  •  IP address

  • Geolocation

 •  Date / Time

Our honeypot has been successfully programmed to collect the IP address/port, date, 

time, geolocation and more of any user attempting to gain access to the VPN network. 

This allows Duke’s IT Security Office (ITSO), Cisco, and 80 other universities across 

the country (like Stanford, Brown, Columbia, etc.) to gather threat intelligence by 

monitoring and analyzing the activities of these attackers. Below are some example 

logs that our honeypot was able to collect.

VPN stands for 

Virtual Private 

Network, and it is a 

technology that 

creates a secure and 

encrypted 

connection over a 

less secure network, 

such as the internet. 

VPN
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